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SUMMARY 

Evidence management is a process designed to protect the integrity of evidence 
and defend against allegations that evidence was tampered with or otherwise 
compromised.  The integrity of evidence is maintained through proper handling 
and is supported through documentation.  

Environmental enforcement personnel may collect computerized electronic 
information as evidence during criminal search warrants or civil compliance 
monitoring investigations. This paper introduces some standard procedures to 
protect and document the integrity of electronic evidence.

1 PROCEDURE

The integrity of electronic evidence is maintained by proper handling and 
appropriate documentation. The custody of this type of evidence is tracked from 
collection through analysis and fi nal disposition.  The following are some procedures 
used to protect electronic evidence and document custody while being collected 
and shipped. 

The project logbook (to record actions and observations relating to the • 
evidence).

 A label or tag, with the project number and a unique identifi er (to be placed on • 
the evidence to uniquely identify that evidence).

Tamper-evident material, e.g., tape, seal, bag (to seal the evidence itself, or the • 
outer shipping container for the evidence).

A chain of custody record (to document the transport and receipt of the evidence • 
and identify the persons and carriers involved). This record contains two copies: 
the original to accompany the evidence during transport, and the carbonless 
copy for the team leader’s project fi les.

Locked shipping containers (to secure samples during shipping, using re-• 
sett leable combination locks if available).
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Shipping records (to document the transport of the evidence by commercial • 
carriers. These can include freight bills, bills of lading, Federal Express air bills, 
etc.).

When transferring the possession of electronic evidence, the person relinquishing 
the evidence, as well as the person accepting the evidence, will sign, date, and note 
the time of transfer on the chain of custody record. Custody documentation and 
shipping records will be retained as part of the project fi le. Employees of commercial 
carriers do not have access to the evidence (through the use of locked shipping 
containers) and therefore do not sign the chain of custody record.

Once the evidence arrives at the receiving facility, receipt is documented and any
abnormalities are recorded on the chain of custody record. The sealed electronic 
evidence is stored in fi re-resistant locked cabinets within the receiving facility. 
When analyses are to be performed, the electronic evidence is removed from the 
locked cabinet and restored to a hard drive on a designated computer forensics 
work station. Once the data has been restored, the original evidence is returned 
to the locked cabinet. Actual computer forensics analysis is performed on the 
copies restored from the original electronic evidence, not the original evidence. To 
document the restoration process and maintain the link between the electronic copies 
to the original evidence, information concerning the restoration process (such as the 
person restoring, date, time, media stored on, etc.) is recorded in a bound project 
logbook or on bench sheets that become part of the permanent project fi le.

2 ELECTRONIC EVIDENCE LONG-TERM STORAGE AND FINAL 
DISPOSITION

Aft er the restoration process and analyses are complete, the electronic evidence 
(both original and restored), including hard drives, tapes, and other electronic media 
will be re-sealed with a custody seal or stored in evidence bags. The evidence will 
be transferred to long-term secure storage. The evidence will remain sealed until a 
formal request is made for either further analysis or fi nal disposition (in accordance 
with any particular organization’s specifi c procedures). 

When the case is closed, a copy of the original electronic evidence is copied on 
alternative media (currently DVDs) and retained in the permanent case fi le.  Other 
copies of electronic evidence may also be transferred aft er receipt of a request, 
(verbal or writt en). The request for transfer of the electronic evidence must contain 
the date, name of requestor, and title of requestor. The request becomes part of the 
project fi le. If the electronic data is released, a custody record must be completed by 
the relinquisher and the receiver of the electronic evidence. A copy of the custody 
record for the release must be kept in the project fi le.
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